FUNCTIONAL SAFETY FUNDAMENTALS

LIFECYCLE IEC61511 LAYERS OF PROTECTION SAFE FAILURE FRACTION (-ccuoezcuusera PRACTICAL APPLICATION EXAMPLE

A Calculate MTBF, MTBFs, PFDavg, RRF, 8% PS
Hazard and risk assessment Plant }\ + )\ + )\ }\ . .
Clause 8 M emergency Emergency response |ayer L, \DD ,’\sD L, \su DU and p055|ble SIL level of the foIIowmg 9% Tx
[ response SFF: =]1-= SIF, which includes a transmitter, a barrier, ?
T : 2% Barrier
{ , App + Apu + Aep + Asy Aot a safety PLC, and a valve as final element,
Allocation of safety functions to ﬁ Embankment Passive protection layer lll_’l 1oo1farch|’Fectur§. 0,1% PLC
protection layers T Failure rate categories:  A_,: Dangerous Detected; A,,: Dangerous Undetected; ~proo tOQSt is carried out once a year
Clause 9 o | Relief valve, Ay, Safe Detected; Ay, Safe Undetected. with 100% effectiveness.
* rupture disk,
N . .
Safety requirements F&G system Active protection layer The pie chart on the right shows
specification for the safety X <o ROUTE 1H percentages of the single sub-systems on
instrumented system afety . the total PFD of the Safety Function
Clause 10 instrumented Emel’genqy Shut Isolated protection layer (for further information see 61508-2 Clause 74.4.2) y .
t Stage 1 system Down action Trip level alarm
y . .
Design and engineering of ‘ P Hardware Fault Hardware Fault Hardware Fault The fcable below contains failure data
safety instrumented system Dﬁs'g” and d‘?"?'l‘(’p";e”t,“ R Alarm & Wild process Process control layer Tolerance Tolerance Tolerance provided by the manufacturer of each
Management p 11 and 12 other means of risk reduction E operator > 0 1 5 sub-system.
of functional auses Tl an Clause 9 V] . ! parameters High level alarm
safety and Safety life- g | intervention Formulae to calculate requested values
functional ngge;:zﬁmge tStage 2 i Verification '.I‘f Basic process TYPE A Components are indicated in the header. 80% Valve
asszasfsgent Installation, commissioning é control system Simple devices with well-known failure modes and a solid history of operation
and auditin and validation N or DCS A per .
g Clauses 14 and 15 Sub- A, Ao A year= MTBF MTBFs= PFDavg % of Total RRF= SFF  SIL
Plant and <60 % SIL 1 SIL 2 SIL 3 system peryear peryear peryear 1/MTBF (yrs) /A (yrs) 1001=A_ /2 PFDavg 1/PFDavg
tStage 3 process design N o
Onerati o maint v 60 % - <90 % SIL2 SIL3 SIL 4 Tx 0.00800 0.0010 0.00080 0.00980 102 125 0.000400 9% - 91.8% 2
peration and maintenance
Clause 16 90 % -<99 % SIL 3 SIL4 SIL4
Barrier 0.00159 0.0014 0.00019 0.00318 314 629 0.000095 2% - 940% 3
>99 % SIL 3 SIL4 SIL4
tStage 4 PLC  0.00135 0.0001 0.00001 0.00146 685 741 0.000005 01% - 993% 3
Modication TYPE B Components . Valve 001370 00066 000720 002750 36 73 0003602 81% - 738% 2
ause Complex components with potentially unknown failure modes
Power
0.00530 0.0000 0.00070 0.00600 167 189 0.000350 79% - 883% 3
cosses | | cwesa $sooes o PRIMARY CAUSE OF FAILURE BY PHASE ,, Sl
: auses <60 % Not allowed SIL1 SIL 2
Decommissioning 12.5 Total (SIF) 0.02994 0.0091 0.00890 0.04794 21 33 0.004452 100 % 225 - 2
- n ommies o 159 60 % - <90 % SIL 1 SIL 2 SIL3
E— 90 % -<99 % SIL 2 SIL3 SIL 4
Functional Safety (FS) Management in IEC61511:2016 requires FS Assessments by a Senior >99 % SIL 3 SIL 4 SIL 4

independent & competent person NOT involved in the design for stage 1- 2 & 3 and a periodic

FS assessment by a Senior independent & competent person NOT involved in the operation and
maintenance from the same SIS for stage 4 & 5. Furthermore, the modification phase 7 SHALL not
begin before an independent FS assessment is carried out with the same conditions as for stage 5.

Design and

()O/ further information see 61508-2 Clause ;443) I I

m Installation and
Commissioning

44%

SIL Mode of operations Mg\;:}:l?o::?;:\;v:re The following graph shows an example of PFD and PFDavg variations in case T-proof test is

= Operation and carried out once a year with 80% effectiveness: SIL 3 level is maintained only for about 5 years;

Maintenance 1 any mode 0 the SIF then downgrades to SIL 2.
15% Changes after 2 low demand mode 0 20803
commissioning ] ] [ / / / / / / / / /
RISK REDUCTION (IEC61511-3, ANNEX A) 2 high demand or continuous mode ! ree0s A

= Safety Requirement A / / / / / / / / / / /

Specifications (SRS) 3 any mode ! / / / / / / / / / / / / /
- | 4 any mode 2 /
Residual risk Tolerable risk Process risk / / / / / [ ! l f_/r
1,2E-03 / / / / I ’ ,
20% PFD  1oeos '-L
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Ref.: Out of control: Why control systems go wrong and how to prevent failure? (2nd edition, source: © Health & Safety Executive HSE — UK) soe0t /
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| . . |
! —_— | | Partial risk ! Hot — PFD
| Partial risk | Partialrisk | 1| covered by || l/ — PFD Av SIL 3
covered by BASIC CONCEPTS RELIAB"—ITY 0 g
I non-SIS protection | | covered by | other I SI L L EVE Ls 0 1 2 3 4 5 6 7 8 9 10 It 2 13 14 15
| layers | SIS | | protection | | ACCORDING IEC 61508 / IEC 61511 :
| | | layers | ' . Time (years)
| I I | A= Failures per unit time 1
| | SIL PFDavg RRF PFH Components exposed to functional failure When dealing with SIFs, safety engineers should pay special attention to the selection of sub-
. . ' ' . , Safety  Probability of dangerous Failure on Risk Probability of dangerous 1 FIT=1x10° Fail n systems, the time interval between periodic proof test with achievable coverage factor and
Risk reduction achieved by all protection layers Integrity Demand per year. Reduction Failure per hour. s atlures per hour the system architecture. A wise choice of these three key elements is what it takes to achieve
Level Demand mode of operation Factor Continuous mode or High MTBF = MTTF + MTTR 1 Oberating time the required SIL level. For more details on any of the subjects in this poster, refer to “Safety
(Low or High demand) demand mode 1 M= VTR . '? _____ 9_ ________ . Time Instrumented Systems” manual by GM International.
MTTF = MTBF - MTTR =— iy 0 — :
SIL 4 >10° and < 10 >100000 to < 10000 >10° and < 10 Aoa- . Failuretime 1 t | TTF
MTTF
SIL3 >10 and < 103 >10000 to < 1000 >10° and < 107 Availability = Operating Time - 1
Operating Time + Repair Time
-3 2 7 -6
SIL 2 >102and <10 >1000 to <100 >107 and <10 _OMTTF MTTF MTTF MTTR
* As Low As Reasonably Practicable SIL1 >102 and < 10" >100t0 <10 >10%and <10° MTTF +MTTR  MTBF  p+A
A MTBF
. N MTBM
Risk cannot be justified except = S AR >
UNACCEPTABLE REGION \ / | in extraordinary circumstances MTBM + MSD Repair
____________________ e A S time
HoRT 1 Avmilapilitg = uccess failure i .
— . Unavailabilty = 1-Availabilty failure) www.gminternational.com
Risk is tolerable only if: K
a) further risk reduction is
impracticable or if its cost is
TOLERABLE REGION I grossly disproportionate to
the improvement gained and Acronyms

b) society desires the benefit of

the activity given the l_® A B MTBF Mean Time Between Failures Sp o B ot
associated risk r@ v v MTTF Mean Time To Failure e~ —
—eY _o—eY o—
———————————————————— —— === === == - A —>f A _Z/ MTTR Mean Time To Restoration RELIABILITY

Increasing Individual risks and societal concerns

A Al LS _ ‘ AVAILABILITY
Level of residual risk regarded 3 5 c J J : MTBM Mean Time Between Malntenahce UNRELIABILITY!
I as negligible and further B c MSD  Expected Mean System Downtime UNAVAILABILITY
BROADLY ACCEPTABLE REGION A .
measures to reduce risk not l l A Failure rate
usually required. —el_o—eJ o—— . .
. ) Fail
Risk Class || No need for detailed working to 1001 1002 2002 2003 g Repalr rate Success o technology for safety
(see Tables demonstrate ALARP MTTF MTTR
Negligible risk K1andKk.2) All contacts are considered in open (De-energize to trip) condition. 4
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